HACKABILITY
ASSESSMENT
SECURE YOUR PEOPLE TO
SECURE YOUR BUSINESS

HOW WOULD YOUR CYBER SECURITY STACK
UP AGAINST A REAL WORLD ATTACK?
Attackers don’t care about your strategy, how much security technology you have or how big your security team
is, they simply follow the path of least resistance to hack you and achieve their objective – to steal your sensitive
information and/or disrupt your business.
Penetration tests and other compliance based activities do little to prevent a real attack. At Enex Carbon we
embrace a hacker’s mindset and target your business to ensure you get a realistic assessment of your
security posture.
Experience has shown us that the core of the problems, and ﬁxes, will almost certainly centre on the behaviours of
people within your business. Our focus will be on changing these behaviours to make your business more resilient
to an attack.

WHY CHOOSE US
Our independent assessment of the security of your
business can help you:

HOW WE DO IT
Listen for the cyber security nightmare scenarios
that keep your board and executives awake at
night.

Identify the key security exposures of your
business before the real attackers do.
Focus and prioritise your security resources and
spending.
Support the implementation of practical
improvements to manage your security exposures.
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Apply any means necessary, logical, physical or
social, to demonstrate how a real attacker could
turn these nightmares into reality.
Focus on helping you to improve existing controls
or implement new ones that block any paths of
attack that have been uncovered.
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ENGAGEMENT
PROCESS
SIMPLE AND EFFECTIVE

STEP 1

PREPARE
Set the key objectives based on nightmare business
scenarios emerging from discussions with your board/
executive management team.
Agree on the ‘rules of engagement’ for your assessment.

STEP 2

EXECUTE
Conduct the assessment against the agreed target objectives.
Analyse the attack to identify root causes and improvements
required for any exposures.

STEP 3

DESIGN
Provide you with a detailed report including explanation
of attack methods, security exposures and recommended
management options.
After consultation, present an executive summary of the
assessment’s outcomes and practical recommendations to
your board/executive management team.

STEP 4

REMEDIATE
Engage with the teams responsible for the remediation
actions.
Prioritise the short, medium and long term remediation
actions into a roadmap.
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